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	“We all flourish from a wealth of learning experiences that positively impact on our educational, physical and emotional success”



Online Safety Policy 2024-25
This is a core policy that forms part of the induction for all staff. It is a requirement that all members of staff have access to this policy and can demonstrate they have read and understand their safeguarding responsibilities.

Date written: September 2023

Date of last update:  September 2024
Date of next review: (September, 2025) 

This policy will be reviewed at least annually and/or following any updates to national and local guidance and procedures.

	Approved by:
	Steven Geary
	Date:  September 2023

	Last reviewed on:
	September 2023

	Next review due by:
	September 2022


Introduction

Our Online Safety Policy has been written by the Designated Safeguarding Lead, building on the Government guidance. The purpose of this policy is to ensure that all necessary steps are taken by the school to promote the care and welfare of its pupils with regards to online safety. 

In today’s society, children, young people and adults interact with technologies such as mobile phones, smart devices, games consoles and the Internet on a daily basis and experience a wide range of opportunities, attitudes and situations. The exchange of ideas, social interaction and learning opportunities involved are greatly beneficial to all, but can occasionally place children, young people and adults in danger.

Online safety covers issues relating to children and young people as well as adults and their safe use of the Internet, mobile phones and other electronic communications technologies, both in and out of school. It includes education for all members of the school community on risks and responsibilities and is part of the ‘duty of care’ which applies to everyone working with children.

The Head of School and Governing body have a legal responsibility to safeguard children and staff and this includes online activity.

The Designated Safeguarding Lead

Details of the school’s designated safeguarding lead (DSL) and Deputy DSL are set out in our child protection and safeguarding policy.
The DSL takes lead responsibility for online safety in school, in particular:

· Supporting the Head of School in ensuring that staff understand this policy and that it is being implemented consistently throughout the school

· Working with the Head of School, ICT manager and other staff, as necessary, to address any online safety issues or incidents

· Ensuring that any online safety incidents are logged (see appendix 2) and dealt with appropriately in line with this policy

· Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line with the school behaviour policy

· Updating and delivering staff training on online safety (appendix 1 contains a self-audit for staff on online safety training needs)

· Liaising with other agencies and/or external services if necessary

· Providing regular reports on online safety in school to the Head of School and/or governing board

ICT Support with BCTEC
BCTEC is responsible for:

· Putting in place appropriate filtering and monitoring systems, which are updated on a regular basis and keep pupils safe from potentially harmful and inappropriate content and contact online while at school, including terrorist and extremist material

· Ensuring that the school’s ICT systems are secure and protected against viruses and malware, and that such safety mechanisms are updated regularly

· Conducting a full security check and monitoring the school’s ICT systems on a weekly basis

· Blocking access to potentially dangerous sites and, where possible, preventing the downloading of potentially dangerous files

· Ensuring that any online safety incidents are logged (see appendix 4) and dealt with appropriately in line with this policy

The importance of Internet use 
The use of Internet is part of everyday life for education, business and social interaction and we believe that we have a duty to provide pupils with high quality Internet access as part of their learning at Swingate Primary School. Internet use is part of the statutory curriculum and a necessary tool for learning.
Pupils will be educated in the safe and effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation. 

Pupils use the Internet widely outside school and need to learn how to evaluate Internet information and to take care of their own safety and security.

Benefits of using the Internet: 

· Educational and cultural exchanges between pupils world-wide
· Access to experts in many fields for pupils and staff
· Professional development for staff through access to national developments
· Educational materials and effective curriculum practice
· Access to learning wherever and whenever convenient
· Exchange of curriculum and administration data
· Access to world-wide educational resources including museums and art galleries
Enhancing learning
· The school Internet access will be designed to enhance and extend education.
· The schools will ensure that the copying and subsequent use of Internet derived materials by staff and pupils complies with copyright law.
· Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use.

Pupils will be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.
The 4 key categories of risk
Our approach to online safety is based on addressing the following categories of risk:

· Content – being exposed to illegal, inappropriate or harmful content, such as pornography, fake news, racism, misogyny, self-harm, suicide, antisemitism, radicalization and extremism

· Contact – being subjected to harmful online interaction with other users, such as peer-to-peer pressure, commercial advertising and adults posing as children or young adults with the intention to groom or exploit them for sexual, criminal, financial or other purposes

· Conduct – personal online behaviour that increases the likelihood of, or causes, harm, such as making, sending and receiving explicit images (e.g. consensual and non-consensual sharing of nudes and semi-nudes and/or pornography), sharing other explicit images and online bullying; and 

· Commerce – risks such as online gambling, inappropriate advertising, phishing and/or financial scams

System Security
· Virus protection will be updated regularly.
· The security of the school information systems and users will be reviewed regularly.
· Personal data sent over the Internet or taken off site will be encrypted.
· Unapproved software will not be allowed in pupils’ work areas or attached to email.
Email

· Pupils may only use approved e-mail accounts.
· Pupils must immediately tell a teacher if they receive an offensive e-mail.
· Pupils must not reveal personal details of themselves or others in email communication, or arrange to meet anyone without specific permission from an adult.
· Whole-class or group email addresses will be used in primary schools for communication outside of the school.

Published content and the school website

· The contact details on the website should be the school address, email and telephone number. Staff or pupils’ personal information must not be published under GDPR regulations.
Publishing pupil’s images and work 
· Images that include pupils will be selected carefully and will not provide material that could be reused.

· Pupils’ full names will not be used anywhere on the website, particularly in association with photographs.

· Written permission from parents or carers will be obtained before images of pupils are electronically published.

Social networking, social media and personal publishing 
· The school will block/filter access to social networking sites.
· Pupils will be advised never to give out personal details of any kind which may identify them and / or their location. Examples would include real name, address, mobile or landline phone numbers, school attended, IM and e-mail addresses, full names of friends, specific interests and clubs etc.
Managing filtering 
· The school will work with Medway, BCTEC and the Schools Broadband team to ensure that systems to protect pupils are reviewed and improved.
· If staff or pupils discover unsuitable sites, the URL must be reported to the Online Safety Coordinator.
· The school’s broadband access will include filtering appropriate to the age and maturity of pupils.
Emerging Technologies
· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed.
Personal data
· Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.

Authorising Internet Access
· The school will maintain a current record of all staff and pupils who are granted access to the school’s electronic communications.
· All staff must read and sign the Acceptable Use Policy before using any school ICT resource.
· At Key Stage 1, access to the Internet will be by adult demonstration with occasional directly supervised access to specific, approved on-line materials. At Key Stage 2 pupils will be supervised. Pupils will use age-appropriate search engines and online tools and online activities will be teacher-directed where necessary.
· Parents will be asked to sign and return a consent form for pupil access (possibly as part of the Home-School agreement.
Risk Assessment
· The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the global and connected nature of Internet content, it is not possible to guarantee that access to unsuitable material will never occur via a school computer. Neither the school nor Medway can accept liability for the material accessed, or any consequences resulting from Internet use.

· The school should audit ICT use to establish if the Online Safetypolicy is adequate and that the implementation of the Online Safetypolicy is appropriate.

Handling online safety complaints 

· Complaints of Internet misuse will be dealt with under the School’s Complaints Procedure.
· Any complaint about staff misuse must be referred to the Head of School.
· Any issues (including sanctions) will be dealt with according to the school’s disciplinary and child protection procedures.
· All Online Safety complaints and incidents will be recorded by the school — including any actions taken.
Cyberbullying
· Cyber bullying can be defined as “The use of Information Communication Technology, particularly mobile phones and the internet to deliberately hurt or upset someone” DCSF 2007

· Cyber bullying (along with all forms of bullying) will not be tolerated in school. 
· To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they become aware of it happening to them or others. We will ensure that pupils know how they can report any incidents and are encouraged to do so, including where they are a witness rather than the victim.

· Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover cyber-bullying. This includes personal, social, health and economic (PSHE) education, and other subjects where appropriate.

· All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact and ways to support pupils, as part of safeguarding training (see section 11 for more detail).

· If an incident of cyber bullying occurs outside of school and the child’s ability to work and feel safe are adversely effected, the school will work with parents and police to resolve the situation and possible sanctions can be put into place by the school.
Mobile Phones and Personal Devices: 
· The use of mobile phones and other personal devices by students and staff in school will be decided by the school and covered in the school Acceptable Use Policy.

· The sending of abusive or inappropriate messages or content via mobile phones or personal devices is forbidden by any member of the school community and any breaches will be dealt with as part of the school discipline/behaviour policy.

Examining Electronic Devices

The Head of School and members of the Senior Leadership Team can carry out a search and confiscate any electronic device that they have reasonable grounds for suspecting:

· Poses a risk to staff or pupils, and/or

· Is identified in the school rules as a banned item for which a search can be carried out, and/or

· Is evidence in relation to an offence

Before a search, if the authorised staff member is satisfied that they have reasonable grounds for suspecting any of the above, they will also:

· Assess how urgent the search is, and consider the risk to other pupils and staff. If the search is not urgent, they will seek advice from the Head of School or Executive Head of School.

· Explain to the pupil why they are being searched, how the search will happen, and give them the opportunity to ask questions about it.

· Seek the pupil’s co-operation

Authorised staff members may examine, and in exceptional circumstances erase, any data or files on an electronic device that they have confiscated where they believe there is a ‘good reason’ to do so. 

When deciding whether there is a ‘good reason’ to examine data or files on an electronic device, the staff member should reasonably suspect that the device has, or could be used to: 

· Cause harm, and/or

· Undermine the safe environment of the school or disrupt teaching, and/or

· Commit an offence 

If inappropriate material is found on the device, it is up to the Head of School/Executive Head of School along with DSL to decide on a suitable response. If there are images, data or files on the device that staff reasonably suspect are likely to put a person at risk, they will first consider the appropriate safeguarding response.

When deciding if there is a good reason to erase data or files from a device, staff members will consider if the material may constitute evidence relating to a suspected offence. In these instances, they will not delete the material, and the device will be handed to the police as soon as reasonably practicable. If the material is not suspected to be evidence in relation to an offence, staff members may delete it if:

· They reasonably suspect that its continued existence is likely to cause harm to any person, and/or

· The pupil and/or the parent/carer refuses to delete the material themselves

If a staff member suspects a device may contain an indecent image of a child (also known as a nude or semi-nude image), they will:

· Not view the image 

· Confiscate the device and report the incident to the DSL (or equivalent) immediately, who will decide what to do next. The DSL will make the decision in line with the DfE’s latest guidance on screening, searching and confiscation and the UK Council for Internet Safety (UKCIS) guidance on sharing nudes and semi-nudes: advice for education settings working with children and young people 

Any searching of pupils will be carried out in line with:

· The DfE’s latest guidance on searching, screening and confiscation 

· UKCIS guidance on sharing nudes and semi-nudes: advice for education settings working with children and young people
· Our behaviour policy

Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic devices will be dealt with through the school complaints procedure.

Artificial intelligence (AI)

Generative artificial intelligence (AI) tools are now widespread and easy to access. Staff, pupils and parents/carers may be familiar with generative chatbots such as ChatGPT and Google Bard.

Swingate Primary School recognises that AI has many uses to help pupils learn, but may also have the potential to be used to bully others. For example, in the form of 'deepfakes', where AI is used to create images, audio or video hoaxes that look real.

We will treat any use of AI to bully pupils in line with our [anti-bullying/behaviour] policy.

Staff should be aware of the risks of using AI tools whilst they are still being developed and should carry out a risk assessment where new AI tools are being used.

Online safety policy to pupils: 

· An Online Safety training program will be introduced to raise the awareness and importance of safe and responsible internet use.
· All users will be informed that network and Internet use will be monitored.

· Safe and responsible use of the Internet and technology will be reinforced across the curriculum and subject areas.

· Online safety rules will be constantly reinforced and discussed with the pupils throughout each school year. Pupils will be reminded of online safety rules during lessons throughout the year. 

· The Online safety coordinator will regularly hold online safety conferences with a range of children and vulnerable groups to monitor the children’s awareness and understanding of online safety.  Findings will be relayed back to all staff and dealt with if necessary.  

· The Think U Know website will be regularly visited by teachers throughout the year to support online safety education.  The website will become the school’s homepage on the internet for staff and children to keep online safety awareness at the forefront of ICT education.  
Online safety policy to staff: 

· The Online Safety Policy will be formally provided to and discussed with all members of staff throughout the year to reflect the ever quick changing world of social media.
· Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential.
· Staff training in safe and responsible Internet use both professionally and personally will be provided.
· To protect all staff and pupils, the school will implement Acceptable Use Policies.
· Staff iPads will not be allowed to have personal social networking apps, photo streaming from other personal devices, iMessage, magazines, books that could have inappropriate content for children. 

Training
All new staff members will receive training, as part of their induction, on safe internet use and online safeguarding issues including cyber-bullying and the risks of online radicalisation.
All staff members will receive refresher training at least once each academic year as part of safeguarding training, as well as relevant updates as required (for example through emails, e-bulletins and staff meetings).  The DSL will undertake child protection and safeguarding training, which will include online safety, at least every 2 years. They will also update their knowledge and skills on the subject of online safety at regular intervals, and at least annually.

Governors will receive training on safe internet use and online safeguarding issues as part of their safeguarding training.  Volunteers will receive appropriate training and updates, if applicable.  More information about safeguarding training is set out in our child protection and safeguarding policy.

Online safety policy to parents: 

· Parents’ attention will be drawn to the School online Safety Policy in newsletters, the school brochure and on the school website.
· Parents will automatically be signed into an online Safety/Internet agreement as part of the Home School Agreement which is shared on our school website.
We confirm that this document is the school's official policy on online Safety.

Appendix 1: online safety training needs – self-audit for staff

	Online safety training needs audit

	Name of staff member/volunteer:


	Date:

	Do you know the name of the person who has lead responsibility for online safety in school?
	

	Do you know what you must do if a pupil approaches you with a concern or issue? 
	

	Are you familiar with the school’s acceptable use agreement for staff, volunteers, governors and visitors?
	

	Are you familiar with the school’s acceptable use agreement for pupils and parents? 
	

	Do you regularly change your password for accessing the school’s ICT systems?
	

	Are you familiar with the school’s approach to tackling cyber-bullying? 
	

	Are there any areas of online safety in which you would like training/further training? Please record them here. 
	 

 
 


Appendix 2: online safety incident report log

	Online safety incident report log

	Date
	Where the incident took place
	Description of the incident
	Action taken
	Name and signature of staff member recording the incident
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