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[bookmark: _Hlk157087160]Welcome to the Online Safety Newsletter where we will share advice, tips and facts to help support you and your child when using the internet.  We will look at Tik Tok and Minecraft today. 



You must be over 13 years of age to use TikTok. Some of the videos on TikTok may not be appropriate for your child to view and there is also the risk of strangers contacting your child. If your child is using TikTok then make sure the appropriate security/privacy settings are on.

Account Set Up
By default, accounts for people under 16 are set to private at the start and we would recommend keeping it as this. This means your child can approve follower requests. You can read more about the other settings available (such as switching off comment and switching on restricted mode) here:
https://support.tiktok.com/en/account-and-privacy/account-privacy-settings 

Inappropriate Content, Themes and Challenges on TikTok
Whilst against TikTok’s guidelines, explicit and inappropriate content can be found on this platform, for example nudity/sexual content and hate speech. If your child is using TikTok, chat to them regularly about what they are viewing and to ensure they know not to try challenges that are online (especially if they are dangerous).

Family Pairing 
This allows you to link your own account to your child’s account.  You can then set controls such as restricted mode (limit the appearance of content that may not be appropriate) and screen time management.  You can find out more here:
https://www.tiktok.com/safety/en/guardians-guide/

Bullying on TikTok
This article makes suggestions on appropriate settings as well as how to deal with bullying:  https://www.tiktok.com/safety/en-sg/bullying-prevention/

Blocking and Reporting
Ensure your child knows how to use the safety features available to them. You can find out more here: https://support.tiktok.com/en/safety-hc/report-a-problem 	

 














								


TikTok






1. 


[bookmark: _page_1_0]

MinecraftMinecraft


Minecraft is rated by PEGI as 7+ or 12+ depending on which game version you are playing. The App store rate it as 9+ and the Google Play store rate it as 10+.

It is important to remember that when rating games, PEGI do not take into consideration the
communication features of a game. Minecraft does include a chat facility, which adds further risks of seeing inappropriate language/content. This can be switched off.

Which mode?

You can choose between Creative or Survival mode—creative mode removes the survival elements of the game (no mobs appearing at night) so may be more appropriate for your child to play.

What else do I need to be aware of?

· Multiplayer—children can interact with others (including strangers), you can switch this option off within settings or choose to play offline.

· Block and report players—if your child is playing with others, make sure they know how to block and report players within the game.

· Additional purchases—be aware of in app purchases and the purchase of additional items (skin packs to support (although not needed) game play.

In addition, protect your child’s privacy by using a nickname (don’t include their age/birth year) rather than their real name for their profile and chat to your child to make sure that when playing online they know not to share personal information. Also, make sure they know they can talk to you or a trusted adult if anybody or anything is making them feel uncomfortable.
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